
S2 RTaaS Key Benefits at a Glance 

Visibility
 ‒ Gain visibility by relentlessly 

discovering and auditing external, 
cloud and containerized systems

 ‒ Continuous attack surface discovery 

 ‒ Uncover shadow IT to identify 
exposure that maybe missing in your 
defenses

 ‒ Integrates with internal workflow 
systems to action findings for 
remediation

Compliance
 ‒ We utilize best practice frameworks 

like OWASP, PTES, NIST 800-115 
to meet PCI, FedRAMP, SOC2, etc. 
assessment requirements

 ‒ Attestation reporting by certified 
penetration testers to fulfill regulator 
obligations

 ‒ Interactive findings to help present 
real-world scenarios to executives 
and leadership.

Adversary Simulation
 ‒ Techniques tactics and procedures 

(TTPs) used by real world attackers 
to uncover risks you didn’t know 
existed

 ‒ Test your existing security 
investments to identify gaps against 
a sophisticated adversary

 ‒ Prioritize security budgets to truly 
reduce your IMMINENT RISK
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RELENTLESSLY SECURE

Pivoting Deep 
Segmented networks are no longer an issue with the pivoting capabilities of Voodoo. Multiple 
agents can be chained together with dynamically created, fault tolerant routes to provide 
access into heavily secured networks including segments without direct internet access (e.g. 
Cardholder Data Environments, OT & SCADA systems, etc.). 

S2 VooDoo Key Benefits at a Glance 

Scripting Engines
Stay one step ahead of detections by 
leaving minimal footprints as you go. 

VooDoo’s OPSEC centric design allows 
for in-memory execution of agents with 
the ability to load on the fly in-memory 

only scripting engines, enabling operators 
to easily load host specific tools including 

Python, C#, .NET, PowerShell scripts.  
In addition, many other types of binaries 

can be executed from memory only 
including Mach-O, Bundles, ELF,  

SO, PE, DLL, etc.

IoT, Mobile & Mac
No longer are operating systems 

boundaries for your operations. Voodoo’ 
cross platform design works across all 

major operating systems. Windows, Linux, 
MacOS, Android, and iOS. OS doesn’t 
matter, traverse your target network as 
you please. The interface is consistent 

across each OS and there are no 
differences in command syntax. Simply 
select your target OS when creating a 
stager and then make your choice from 

multiple deployment methods.

Multi-User Interface
Voodoo had teamwork in mind when  

it came to designing the user interface. 
It comes with a slick graphical web 

interface that supports multiple users with 
varying access levels. Multiple operators 

can interact with the same agents 
simultaneously. One operator can pilfer a 
target, while another operator is working 
on furthering accesses. Junior operators 
and supervisor can easily follow along 

with read only access in real-time.

Cross-Platform Support 
(iOS, M1, Android, IoT, macOS, Linux, Windows, etc.)
Voodoo supports targets based on Intel x64 and both traditional ARM and ARM64 
processors. Being able to pivot seamlessly through all targeted endpoints means 
more thorough testing of targeted information systems and more accurate risk 
assessments. 

There’s a Better Operator in You! Superior Red Team Operations  
by Outstripping Countermeasures & Cross-Platform Deep Pivoting 

Armory  
(UAC Bypasses, Privilege Escalation, Active Directory Enumeration, etc.)
Toolkits should be designed to enable operators to safely and effectively get more done 
in less time. To this end, VooDoo provides an online “Armory” which enables operators to 
leverage crowdsourced and S2 created “munitions” which empower operators to overcome 
obstacles without breaking a sweat. Each munition is rated and peer reviewed.



Why Choose S2?

Real World Expertise
The S2 team is comprised of 

recognized industry experts and 
former NSA operators. Our team 

knows how to emulate the adversary 
because they honed their craft by 

being the Adversary.

Training
S2 provides advanced offensive 

trainings at Blackhat conference around 
the world.  Included with every license 
purchase is access to our in-person 

Voodoo training course.

100% Focused
S2 is a solely focused cybersecurity 

company founded by former NSA 
operators and owned by security 

professionals.  We partner with our 
clients and build tools and solutions  

to enable their mission.

Custom Process Injection & AV Evasion
 ‒ Stay Hidden & Undetected on Endpoints

Memory Only Scripting & Binaries
 ‒ Python, C#, Powershell, .NET

 ‒ PEs, DLLs, ELFs, SOs, Mach-Os, Bundles

Lateral Movement
 ‒ Active Directory Enumeration (i.e. BloodHound / 

SharpHound)

 ‒ Kerberoasting, Pass-The-Hash, WMI, etc.

VooDoo

Built by Offensive Operators  
for Offensive Operators
Voodoo is a post exploitation platform for covert 
interactive cyber operations. Designed from the 
ground up to be stealthy, stable, and versatile. 
Voodoo enables a red team operator to chain agents 
together through a series of call-back (reverse) and 
call-in (connect) payloads, across multiple various 
operating systems, providing access deep into target 
networks to information systems which should never 
communicate via the Internet (e.g. SCADA networks, 
CDEs/Cardholder Data Environments, internal 
databases, etc.)

Feature Rich
Infinite Pivoting/Chaining

 ‒ Enabling access to systems otherwise 
inaccessible from the Internet

Cross Platform
 ‒ MacOS, Linux, Windows (x86)

 ‒ Android, iOS, IoT (ARM)

Team Collaboration, Multi-Threading
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About S2
S2 eliminates risks of separate red and blue-teams by creating continuously optimized cybersecurity for the modern, 

constant-threat landscape. Our centralized adversary simulation, detection and response platform, Mage, uses 
advanced tradecraft providing continuous red team-as-service. We find weaknesses before the adversary does and 

make every threat continuous improvement. Deployed as-a-service, S2 makes advanced real-time cybersecurity 
accessible for all organizations. With smart automation and continuous testing, we help you focus on the most 

imminent and most critical risks to your enterprise. S2. Relentlessly Secure.
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